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Abstract - This paper presents an empirical study on the challenges of the distributed database 

system. The paper reflects on the understanding of what are the different issues and challenges in the past 

years. The literature review demonstrates the identified solutions to the specific problems, as well as the 

lapses of the distributed database system, and examines the state of current research on the topic and points 

out gaps in the existing literature. The findings of the study revealed that a distributed database system 

encountered a lot of issues in the past years, but this technology has been overcome most of the challenges. 

However, there are still issues that still persist in recent years and have yet to be addressed adequately which 

affect the performance of this technology. These problems provide insight for further studies and keep the 

future researchers as well as distributed database system implementers quite busy for some time to come.  
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1. Introduction 

In the past decade, distributed database 

technology has increasingly replaced centralized 

databases in different domains such as 

commerce, banking, and even in an institution 

[10]. A distributed database is very useful now 

due to promising features to manage a database. 

It provides a ‘‘seamless’’ interface to data that is 

stored on multiple computer systems [20].  

According to Ceri [3], the technical features that 

motivate the success and growth of distributed 

databases have not to deal with their reduced cost, 

but rather with their increased benefits.  

Distributed database research issues have been 

topics of intense study, culminating in the release 

of several “first generation” commercial 

products. Distributed database technology is 

expected to impact data processing the same way 

that centralized systems did a decade ago. 

Stonebraker suggests that within the next ten 

years, centralized database managers will be an 

“antique curiosity” and most organizations will 

move toward distributed database managers [20]. 

According to Pupezescu et. al (2019), some of the 

organizations are motivated to implement  

efficient Distributed Database Systems (DDBS) 

or Decentralized Database Systems in their 

administrative environments for scalability [14]. 

Furthermore, several studies [20][3][13] showed 

that the distributed database is the new direction 

and the present trends of most of the 

organizations. Despite being popular, distributed 

databases are still facing problems and issues 

regarding the performance of this technology.  

There has also been a mountain of research 

discussing the common problems in the 

distributed database [17][2][19][4]. However, the 

issue is not only that the commercial systems 

must catch up and implement the research results, 

but that there are still significant research 
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problems that remain to be solved. Even the 

much-studied topics in past years, there is a 

dearth of understanding of the impact of the 

remaining issues and challenges to the 

performance of the distributed database.  

This paper aims to carry out a systematic 

literature review of empirical evidence about the 

different challenges of a distributed database 

system. This review will focus on answering the 

following questions: 1) What are the different 

issues and challenges in implementing a 

distributed database system? 2) What are the 

solutions presented to address the issues and 

challenges? In retrospect, what are the challenges 

that still have no solution? and, 3) What are the 

factors of these remaining challenges affecting 

the performance of the distributed database 

system? 

This paper will contribute to the understanding of 

the issues which affect the performance of the 

distributed database by reviewing the existing 

body of empirical research on the topic. 

2. METHODOLOGY 

2.1 Literature search 

The findings of relevant studies in this literature 

review were published studies on different 

electronic databases such as Google Scholar, 

Semantic Scholar, Springer, Science Direct, 

ACM (Association for Computing Machinery), 

Research Gate, and IEEE (Institute of Electrical 

and Electronics Engineers). After the initial 

searches in electronic databases, the number of 

criteria is specified to select relevant studies for 

inclusion in the review. The paper selection 

process included 1) empirical study evidence 

regarding distributed databases and its 

performance, 2) published as articles journals, 3) 

include an abstract, and 4) the research method is 

demonstrated clearly. A citation was excluded if 

1) it was in academic settings such as book review 

2) it was a book or chapter, or 3) no empirical data 

was reported. The information was systematically 

collected including the authors, year of 

publication, objectives of the study, the settings, 

the method used (research design, data collection, 

and analysis methods), and the main results from 

each of the studies. 

2.2 Identifying the Challenges in Distributed 

Database Systems 

There are two phases in conducting the process of 

determining the different challenges of the 

distributed database. In the first phase, the 

journals are examined against the inclusion and 

exclusion criteria. The journals without empirical 

evidence related to the issues and challenges of 

the distributed database systems are excluded in 

the review and the remaining journals with 

potential are acquired to be analyzed further in 

the next phase. In the second phase, the 

challenges from the reviewed journals are listed 

and the overview of each issue is summarized.  

2.3 Identifying the Solutions for the 

Challenges in Distributed Database Systems 

Further investigation of the listed challenges in a 

distributed database system was made. The 

researchers further analyzed the solutions in 

every issue and challenges in distributed database 

system. A number of solutions have been 

identified for the challenges; however, these 

solutions did not resolve all the issues in the 

distributed database. In this phase, all of the 

identified challenges and their corresponding 

solutions are separated into two parts; 1) 

challenges which already have a solution, and 2) 

remained challenges that await solution. The 

additional searches through references are also 

conducted in this phase where the researchers 

further investigated the references of the initially 

found papers and the references made to those 



    

 
 

 
 
 

www.sajst.org 
 

Volume 6, Issue 2, (Special Issues) 2021 

P-ISSN: 2672-2984 

E-ISSN: 2672-2992 

www.sajst.org 

papers. The supplementary investigation is used 

to validate if the distributed database system still 

has no solution to the identified remaining 

challenges in recent years. 

2.4 Identifying the Factors affecting 

Distributed Database Systems Performance 

The eligible peer-reviewed research papers 

related to the remaining challenges in the 

distributed database were left for the review. In 

this phase, the papers were analyzed to determine 

the factors affecting the performance of the 

distributed database system concerning the issues 

that still remained.  

3. RESULTS AND DISCUSSION 

3.1 General Database Search 

Table 1 shows the number of papers in each of the 

databases that were identified using the key 

search. The second column in table 1 contains all 

the results including the non-scientific writings 

such as magazine articles. In all, there are 67 

journals examined against the inclusion and 

exclusion criteria. Based on the reading of 

abstracts, 30 journals are excluded in the review 

and the remaining 37 journals with potential are 

acquired. The remaining full texts journal articles 

are evaluated to check if it has empirical 

evidence. Finally, a total of 15 articles are 

excluded and 22 qualified peer-reviewed research 

papers on the distributed database were left for 

the review. 

 

Table 1. Results from searched databases 

Database 

Total 

number of 

results 

Peer-

reviewed 

papers 

Semantic 

Scholar 

1027  5 

IEEE 675 3 

Springer 118 7 

Research 

Gate 

48 2 

ACM 7 2 

Science 

Direct 

11 3 

Google 

Scholar 

4261 N/A 

3.2 Issues and challenges in DDBS 

Most of the reviewed papers reported common 

problems of distributed databases in their study 

and through analyzing, a total of 11 issues and 

challenges are identified that distributed 

databases encountered up to recent years. 

However, new issues arise with the changing 

technology, expanding application areas, and the 

experience that has been gained with the limited 

application of distributed database technology. 

Furthermore, while these problems are important 

ones to address, many others remain unsolved. 

 

Table 2 displays the summaries of the reported 

findings related to the challenges or problems in 

the distributed database system 

 

Table 2. Challenges in DDBS 

Challenges Paper 

Distributed Concurrency 

Control 

[15] [6] [1] 

Replication Control [15] [6] [14] 

Distribution Design [12] [6] 

Deadlock Handling [15] [16] 

OS Environment [12] [15] [6] 

Distributed Query 

Processing 

[12] [13] 

Security and Privacy [15] [6] [8] [5]  

Distributed Multidatabase 

Systems 

[12] [7] 

3.3 Solutions for the Challenges in 

Distributed Database Systems 

There have been a lot of studies concerning the 

different problems and challenges in a distributed 

database system. Table 3 shows the identified 

solutions in the common challenges of DDBS.  
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Table 3. Solutions for the challenges in DDBS 

Solutions Paper 

Locking Techniques [1] [15] 

Fragmentation [22] [12] 

Deadlock Detection Agents [15] [11] 

Summary-schema Model [7] 

  

Abbas et. al highlight the locking as a technique 

of synchronizing the access through concurrent 

transactions towards database items that resolve 

the distributed concurrency control issue [1]. 

Through fragmentation, a lot of issues in DDBS 

can be resolved. Fragmentation is a process by 

which large schema records are divided into 

independent pieces or parts to increase the speed 

of distributed query processing [22]. This also 

enables us to achieve the distribution design and 

security issues in DDBS [12]. For deadlock 

handling issues, Krivokapic et. al presented the 

deadlock detection agents (DDAs). Deadlock 

resolution strategies determine which 

transaction(s) are to be aborted in order to resolve 

the deadlock [11]. Bright and Hurson introduce 

the summary-schema model which is one of the 

possible solutions to the problems of powerful 

user interfaces, effective distribution of 

processing, and increased semantic content in 

distributed multidatabase systems [7].  

Almost all of the identified challenges in DDBS 

have already been solved, however, there are 

issues and challenges still persist in this recent 

year such as the integration of distributed 

databases with distributed operating systems, and 

the data replication control. The distributed 

DBMSs require modifications in how the 

distributed OS performs their traditional 

functions (e.g., task scheduling, naming, buffer 

management). In this context, efforts that include 

too much of the database functionality inside the 

operating system kernel or those that modify 

tightly-closed operating systems are likely to 

prove unsuccessful [12][15][6]. Besides, some of 

the operating systems are not supported by 

distributed databases. On the other side, 

replication of data is the method of sharing 

information to make sure data consistency 

between redundant resources, such as software or 

hardware components, to improve reliability, 

fault-tolerance, or accessibility [23]. However, 

many issues affect the design of a replicated 

database system to maintain its requirements 

[15][6][14]. These are the remaining challenges 

in a distributed database system that persist in the 

recent years, furthermore, new issues arise with 

the rapid changing of technology that may cause 

a distributed database system to unsolved these 

issues.  

3.4 Factors Affecting Distributed Database 

Systems Performance 

Based on the previous section, the unsolved 

challenges are the Replication Control and OS 

Environment. Therefore, further investigation of 

these unsolved issues is established. Table 3 

shows the factors of the unsolved issues or the 

remaining challenges which affect the distributed 

database system performance.  

Table 3. Factors affecting DDBS performance 

Factors Paper 

Data Consistency & 

Reliability 

[23] [22] [21] 

Operating System types 

and version 

[12] [15] [6] [21] 

Many issues affecting the performance of the 

distributed database system in maintaining its 

requirements. Data Consistency and Reliability 

and Operating System types and the different 

versions based on the remaining challenges are 

the main issues that are considered in this paper.  

3.4.1 Data Consistency and Reliability 

The data consistency and reliability are the main 

challenges in data replication control. These 

challenges remain unsolved due to the changes in 

the common data-items from mobile users in a 
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concurrent environment that took place 

simultaneously which raise a lost-update problem 

issue. It is a situation in which only one user 

change is reflected on the common data-item that 

result in the replication process to be incomplete 

or useless because it allows propagating changes 

of one of the users in the database. Additionally, 

when changes take place on a few data-items at 

any activity center, the propagation of changes of 

whole data blocks to the other sites will start 

which can cause a delay in data propagation. In 

this case, the consistency and the reliability of the 

data during replication are affected that resulting 

in the poor performance of the distributed 

database system [23]. 

3.4.2 Operating System types and version 

With the rapid changing of technology, some 

applications are required to update to improve the 

stability of the software and remove outdated 

features. In this case, upgrading the operating 

system to the latest version is important to meet 

the changing technological needs. However, 

there is a negative effect in upgrading the version 

of the operating system to the performance of the 

distributed database system. According to Date's 

rule [15] in his twelve directives plus a 

fundamental principle to describe DDBS, the 

distributed database system can run on any kind 

of operating system (e.g. Windows, Linux, 

macOS, Android). However, (Özsu M. et al.) 

stated that the efforts that include too much of the 

database functionality inside the operating 

system kernel or those that modify tightly closed 

operating systems are likely to prove 

unsuccessful. Furthermore, several types of 

operating systems may also affect the 

performance of the distributed database system, 

especially in the mobile environment. According 

to Swaroop, V., and Shanker, U., the problems 

become more complicated in the Mobile 

Distributed Real-Time Database System 

(MDRTDS), where a database is partitioned into 

several smaller distributed databases as well as 

local database spreading at a different location. 

The database technology allows users to use 

handheld devices to link to their corporate 

networks, download data, work offline, and then 

connect to the network again to synchronize with 

the corporate database [21]. 

The summary of the analysis shows the current 

solutions for the challenges of the distributed 

database and the remaining issues. By presenting 

the factors of the remaining challenges affecting 

distributed database performance, it will now 

uncover the factors why these challenges still 

persisted in recent years.  

4. Conclusion 

In this paper, the discussion of the state-of-the-art 

in distributed database research is conducted. 

Specifically, the researchers (a) reviewed the 

different issues and challenges in implementing a 

distributed database system; (b) discussed the 

identified solutions for the specific issue and 

addressed the remaining challenges, and (c) 

addressed the factors affecting the performance 

of DDBS. 

In this paper, the researchers figures out the 

common problem in implementing the distributed 

database system, namely distributed concurrency 

and replication control, distributed query 

processing and multidatabase system, issues in 

implementing to the various versions of operating 

systems, distribution design that lead to the 

security and privacy concern, and issue in 

detecting deadlock. In addition, these problems 

can be further aggravated by the changing nature 

of the technology on which distributed DBMSs 

are implemented.  

The majority of the challenges in distributed 

databases have already been solved. Some of the 

identified solutions resolve numerous challenges 

in DDBS because most of the challenges are 

relevant and somewhat connected to each other. 
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For instance, fragmentation resolves a lot of 

common issues such as distributed query 

processing, distribution design, and security 

issues. As well as the summary-schema model 

which settles the distribution of processing and 

distributed multidatabase systems issues. This 

suggests that the distributed database is very 

flexible in resolving various challenges that make 

it even popular compared to the traditional 

database management. In some cases, the 

provided solution resolves only a particular issue. 

In the context of distributed concurrency control, 

locking technique insights to resolve this issue. 

Besides, the deadlock handling can be controlled 

through the use of deadlock detection agents. 

However, the replication control and the 

integration of distributed databases in various 

operating systems are the challenges that still 

persist in recent years. The analysis suggests that 

these issues are continuously developing due to 

the rapid changes of technology so that there is no 

absolute solution for these challenges.  

Another important problem considered in this 

study was the factors of the remaining issues that 

affect distributed database performance. The two 

most common unsolved issues are the replication 

control and the OS environment. The factors 

affecting the issue in implementing a distributed 

database in the operating system was the different 

version and types of OS environment. Although 

distributed database systems have no problem 

and executing well in some operating system, it is 

still considered as remaining challenges in DDBS 

due to the different specification of OS especially 

in mobile environment such as android and iOS 

that make the distributed database to unfulfilled 

the lapses in this remaining issue. Furthermore, 

the OS is consistently providing an update to the 

devices. The other core process of distributed 

databases is data replication. It is the technique 

used in distributed databases to store multiple 

copies of a data table at different sites. The 

replication control arises a lot of issues such as 

the lost-update problem that directly affect the 

consistency and the reliability of data. It is now 

concluded that having multiple copies in multiple 

sites can cause a serious problem in maintaining 

data consistency, particularly during update 

operations which lead to the poor performance of 

distributed database systems. 
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