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Abstract — The global agricultural sector is undergoing a significant transformation driven by the
integration of Artificial Intelligence (Al), which offers solutions to longstanding challenges of food security and
resource management. In the Philippines, a nation heavily reliant on its agricultural output and facing threats from
climate change and resource degradation, the adoption of Al in agriculture is a critical area of development. This
review article examines the current landscape of Al integration within the Philippine agricultural sector. Following
the IMRAD (Introduction, Methodology, Results and Discussion, and Conclusion) structure, this paper synthesizes
peer-reviewed literature published between 2020 and 2025. The primary goal is to provide a detailed overview of
the prevailing trends, benefits, and challenges of Al in this context, with a special focus on the emerging issue of
cybersecurity in farm management systems. Key findings indicate that Al presents significant opportunities for
enhancing crop yields, improving resource management, and increasing administrative efficiency in the
agricultural sector. However, its implementation is significantly hindered by a persistent digital divide, the high
cost of technology, a lack of farmer training, and the absence of a robust national policy framework. Concurrently,
the increasing digitization of agricultural data and operations exposes the sector to new cyber threats, including
data breaches and disruption of smart farming systems, which are outpacing the development of adequate security
measures. This article concludes that a multi-faceted approach is necessary for the Philippines to fully leverage Al
in agriculture. Recommendations include strategic investments in digital infrastructure for rural areas, the creation
of localized and affordable Al-powered agricultural tools, comprehensive training programs for farmers, the
development of clear ethical guidelines and data privacy protocols, and a significant enhancement of the nation's
cybersecurity framework within the agricultural sphere.

Keywords — Artificial Intelligence in Agriculture (A1-Agri), Philippine Agriculture, Cybersecurity, Smart
Farming, Digital Divide
development of Al-powered systems for supply chain
optimization. These innovations hold the promise of
increasing food production, ensuring environmental

The 21st century has seen Artificial Intelligence  systainability, and improving the livelihoods of farmers.
(Al) emerge as a transformative force, revolutionizing

industries and economies worldwide. In agriculture, Al The Philippines, with its significant agricultural
is no longer a distant concept but a present-day reality, goctor and vulnerability to climate change, is at a
signaling a shift from traditional farming methods to  iyotal moment. The national government has started to
more precise, data-driYen, agd sust‘ainable practice.s. recognize the potential of technology to address
Current global trends in Al in agriculture (Al-Agri)  enduring issues like low crop yields, post-harvest losses,
include the use of drones and satellite imagery for crop  and the economic struggles of smallholder farmers. The
monitoring, the application of machine learning for Department of Agriculture (DA) has launched
predicting pest infestations and diseases, the automation  jpjsiatives to introduce modern farming technologies
of tasks such as irrigation and fertilization, and the 4 digital platforms to the sector. The arrival of
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accessible Al technologies has further spurred this
conversation, with agricultural researchers and tech
companies exploring their potential applications.

However, integrating Al into the Philippine
agricultural landscape is a complex undertaking. While
the potential benefits are immense, the path to
successful adoption is filled with considerable
challenges. A significant digital divide exists, with
limited internet access and a lack of necessary hardware
in many rural and agricultural areas. There is also a
critical need for extensive training to provide farmers
with the skills to use Al-powered tools effectively.
Furthermore, ethical considerations such as data
ownership, algorithmic bias in crop management, and
the economic impact on farm labor require careful
thought and the creation of strong policy frameworks.

A crucial and often overlooked aspect of this
technological shift is cybersecurity. As farms become
more reliant on digital infrastructure and collect vast
amounts of data on crop health, soil conditions, and
market prices, they become attractive targets for
malicious cyber activities. The digitization of farm
records, the use of interconnected sensors and drones,
and the reliance on online platforms for market access
create new vulnerabilities that can be exploited for
financial gain, data theft, or the disruption of food
production.

This review article aims to provide a
comprehensive analysis of the use of Al in the
Philippine agricultural sector. The primary objective is
to synthesize existing scholarly literature to identify
current trends, opportunities, and challenges associated
with Al adoption. A significant secondary objective is
to investigate and highlight the Ilatest trends in

cybersecurity within Philippine agriculture,
acknowledging its critical role in ensuring a secure and
reliable food system. By examining these

interconnected issues, this paper seeks to offer a
nuanced understanding of the current state of Al-Agri in
the Philippines and provide evidence-based insights for
policymakers, agricultural leaders, researchers, and
farmers.

OBJECTIVES OF THE STUDY

The primary objective of this study is to
synthesize the current state of Artificial Intelligence (AI)
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integration within the Philippine agricultural sector. It
aims to identify the prevailing trends, benefits, and
challenges associated with Al adoption in this context.
A particular focus is placed on examining the critical
issue of cybersecurity, especially with the growing
reliance on digital platforms in agriculture. Through a
thematic analysis of peer-reviewed literature published
between 2020 and 2025, the study seeks to analyze Al-
driven innovations in farming, socio-economic and
infrastructural barriers, emerging ethical and policy
concerns, and cybersecurity threats. Ultimately, the
study aims to propose strategic and actionable
recommendations to enhance Al implementation in
Philippine agriculture, emphasizing improvements in
policy development, rural digital infrastructure, farmer
training, and cybersecurity measures.

MATERIALS AND METHODS

This study utilized a systematic literature
review to synthesize and analyze existing research on
the integration of Artificial Intelligence in the
Philippine agricultural sector. This approach was
selected for its appropriateness in providing a
comprehensive overview of the research area,
identifying key themes and trends, and revealing gaps in
the current body of knowledge without the need for new
empirical data collection. The review exclusively
focused on peer-reviewed research articles to ensure the
credibility and academic rigor of the sources. News
articles, websites, and other non-academic publications
were intentionally excluded to maintain a high standard
of evidence.

The literature search was performed using
academic databases such as Google Scholar and other
relevant regional academic repositories. The search
strategy employed a combination of keywords and their
variations, including: "Artificial Intelligence in
Philippine agriculture,” "AI in farming Philippines,"
"smart farming Philippines," "agricultural technology
Philippines," "challenges of Al adoption in Philippine
farms," "cybersecurity in Philippine agriculture,”" "data
privacy in farming," and ‘'precision agriculture
Philippines." The search was restricted to articles
published between 2020 and 2025 to ensure the
inclusion of the most current research, particularly
given the rapid advancements in Al and the increased
digitization of agriculture.
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The selection of articles for inclusion was
guided by a set of predefined criteria. Included articles
had to: (1) be peer-reviewed research papers; (2) focus
on the context of the Philippine agricultural sector; (3)
address the use, perception, challenges, or implications
of Al in agriculture; and/or (4) discuss cybersecurity
issues within the Philippine agricultural context.
Articles that were purely theoretical without application
to the Philippines, news reports, or from non-reputable
sources were excluded. An initial screening of titles and
abstracts was conducted, followed by a full-text review
of the shortlisted articles to determine their final
eligibility.

A thematic analysis approach was employed to
synthesize the findings from the selected literature. This
involved a multi-stage process of familiarizing with the
data, generating initial codes, searching for themes,
reviewing and refining themes, and defining and
naming the final themes. These identified themes form
the structure of the Results and Discussion section of
this review. This method allows for a qualitative and in-
depth exploration of the prevalent topics and discourses
within the research literature, enabling a coherent and
structured presentation of the findings. The analysis
focused on identifying recurring patterns related to the
benefits of Al, the challenges to its implementation,
policy and ethical considerations, and the specific
cybersecurity threats and responses within the
Philippine agricultural landscape.

The thematic analysis of the selected research
articles reveals several key trends and issues concerning
the use of Al in the Philippine agricultural system. This
section presents these findings, organized into four
overarching themes: (1) The Promise of Al for
Enhanced  Precision Farming and  Resource
Management; (2) Persistent Socio-economic and
Infrastructural Challenges to Equitable Al Adoption; (3)
The Developing Landscape of Ethical and Policy
Frameworks; and (4) The Critical Imperative of
Cybersecurity in a Digitizing Agricultural Ecosystem.

Theme 1: The Promise of AI for Enhanced Precision
Farming and Resource Management

A significant body of recent research highlights
the potential of Al to revolutionize farming practices in
the Philippines. The most frequently cited benefit is the
capacity for precision agriculture. Al-driven systems,
utilizing data from drones, sensors, and satellites, can
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provide farmers with real-time insights into crop health,
soil moisture levels, and nutrient deficiencies. This
allows for the targeted application of water, fertilizers,
and pesticides, leading to increased yields and reduced
environmental impact. This is particularly relevant in
the Philippines, where farmers often contend with
variable weather conditions and limited resources.

Another key application is the prediction and
management of pests and diseases. Machine learning
models can analyze historical and real-time data to
predict outbreaks, enabling farmers to take preventive
measures and reduce crop losses. This moves farming
from a reactive to a proactive approach, enhancing food
security.

Furthermore, Al is seen as a catalyst for
improving supply chain efficiency. Al-powered
platforms can help farmers connect directly with
markets, reducing post-harvest losses and increasing
their income. These platforms can also provide valuable
data on market demand, helping farmers make more
informed decisions about what to plant.

Theme 2: Persistent Socio-economic and
Infrastructural Challenges to Equitable AI Adoption

Despite the recognized potential of Al, its
widespread and equitable implementation in the
Philippines is severely constrained by long-standing
issues. The most prominent of these is the digital
divide. There remains a stark disparity in access to
stable internet connectivity and appropriate digital
devices between urban centers and rural agricultural
areas. Without equitable access to this fundamental
infrastructure, the benefits of Al in agriculture will
remain confined to a few large-scale commercial farms,
potentially widening the gap between them and
smallholder farmers.

A second major challenge is the lack of
comprehensive farmer training and preparedness.
Many farmers in the Philippines feel ill-equipped to
integrate Al into their farming practices. Studies have
shown that while many farmers are open to new
technologies, they lack the necessary technical skills
and knowledge to operate Al-powered tools and
interpret the data they provide. This highlights a critical
need for sustained, high-quality extension and training
programs that are context-specific and focus on
practical applications.
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Finally, the cost of AI technologies and the
localization of content present significant barriers. The
development and procurement of sophisticated Al-Agri
platforms can be prohibitively expensive for many
smallholder farmers. Moreover, many existing Al tools
are designed for agricultural systems in developed
countries and may not be suitable for the diverse crops
and farming conditions found in the Philippines. There
is a pressing need for more research and development
into creating affordable and culturally relevant Al
solutions for the Philippine market.

Theme 3: The Developing Landscape of Ethical and
Policy Frameworks

The rapid influx of Al technologies has
outpaced the development of clear ethical guidelines
and institutional policies governing their use in
agriculture. A primary concern is data ownership and
privacy. Al-Agri systems collect vast amounts of data
about farms and farmers. This raises critical questions
about who owns this data, how it is used, and how it is
protected. Ensuring that farmers' data is not used for
commercial exploitation and is protected from breaches
is a paramount concern for which many institutions are
still unprepared.

The potential for algorithmic bias is another
significant ethical challenge. Al models trained on
biased data could lead to recommendations that favor
certain types of farms or crops, potentially
disadvantaging smallholder farmers or those growing
indigenous varieties. The development of fair,
transparent, and accountable Al systems is therefore
crucial.

In response, there are nascent efforts by
government bodies like the Department of Agriculture
to formulate policies for the responsible use of Al
However, these are still in the early stages, and there is
a clear need for a more cohesive national strategy and
for agricultural cooperatives and organizations to
develop and enforce their own clear and comprehensive
Al usage policies.

Theme 4: The Critical Imperative of Cybersecurity
in a Digitizing Agricultural Ecosystem

Directly linked to the challenges of Al adoption
is the escalating threat to cybersecurity within the
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Philippine agricultural sector. As farms digitize their
operations, they become more vulnerable to a range of
cyberattacks. The latest trends identified in the literature
point to several key areas of concern:

e Phishing and Social Engineering: Malicious
actors frequently target farmers and agricultural
cooperatives with deceptive emails and
messages designed to steal login credentials for
farm management systems, market platforms,
and financial accounts. The lack of robust
cybersecurity awareness training makes the
agricultural community particularly susceptible
to these attacks.

e Malware and Ransomware Attacks: The
agricultural sector is increasingly being targeted
by ransomware, where attackers encrypt farm
data and demand a ransom for its release. Such
attacks can disrupt farming operations, lead to
significant financial loss, and result in the
breach of sensitive data. The reliance on
outdated software and inadequate network
security in many rural areas exacerbates this
risk.

e Data Breaches and Unauthorized Access:
With the centralization of farm records,
financial information, and crop data in digital
databases, the risk of large-scale data breaches
has grown. These breaches can result from
external hacking or insider threats. The
consequences are severe, ranging from financial
loss to reputational damage for agricultural
businesses.

e Lack of Institutional Preparedness: A
recurring finding is that many agricultural
institutions  and  cooperatives lack a
comprehensive cybersecurity strategy. This
includes a shortage of skilled cybersecurity
personnel, insufficient investment in security
technologies, and a failure to implement basic
security practices. Furthermore, there is a
significant gap in cybersecurity education and
awareness  programs for farmers and
agricultural workers, who represent the first line
of defense.

The convergence of Al and cybersecurity
presents a dual challenge: while Al can be used to
enhance cybersecurity defenses, the Al systems
themselves can become targets or be used by malicious
actors to launch more sophisticated attacks. Therefore,

www.sajst.org
268



SOUTHEAST ASIAN
JOURNAL OF SCIENCE
AND TECHNOLOGY

securing the digital infrastructure is a prerequisite for
the safe and effective implementation of any Al-driven
agricultural initiative.

Conclusion and Recommendations

The integration of Artificial Intelligence into
the Philippine agricultural sector presents a compelling,
albeit complex, vision for the future. This review of
recent scholarly literature reveals a landscape of
immense potential tempered by significant and deeply
rooted challenges. Al offers transformative tools to
enhance precision farming, improve resource
management, and increase the profitability of farming
for Filipino farmers. However, the promise of these
innovations is contingent upon overcoming the
formidable barriers of the digital divide, inadequate
farmer training, and the high cost of technology. More
critically, the accelerated push towards digitization,
powered by Al, has concurrently amplified the sector's
vulnerability to a host of cybersecurity threats, ranging
from phishing and malware to catastrophic data
breaches.

The findings indicate that while there is
growing enthusiasm for Al in agriculture, the
foundational pillars required for its successful and
equitable implementation are not yet firmly in place.
The lack of comprehensive national policies, clear
institutional guidelines, and robust cybersecurity
infrastructure creates a precarious environment where
the risks could potentially overshadow the benefits. The
ethical dimensions of Al, particularly concerning data
ownership, privacy, and algorithmic bias, require a
proactive and culturally-attuned approach that is still in
its infancy within the Philippine context.

To navigate this double-edged sword and steer
the Philippine agricultural sector towards a future where
Al serves as a genuine force for sustainable and
equitable food production, a concerted and strategic
effort is required from all stakeholders. Based on the
thematic analysis of the research, the following
recommendations are proposed:

For Policymakers (DA, DICT, DOST):
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e Bridge the Digital Divide: Prioritize and
accelerate public-private partnerships to expand
affordable and reliable internet access and
provide necessary digital devices to farmers in
rural areas.

e Develop a National Al-Agri Strategy:
Formulate a clear and comprehensive national
roadmap for Al in agriculture that includes
ethical guidelines, data privacy standards, and
benchmarks for successful integration.

e Mandate and Fund Cybersecurity Initiatives:
Allocate specific funding for cybersecurity
infrastructure  upgrades  for  agricultural
cooperatives and government agricultural
agencies. Mandate regular cybersecurity audits
and the development of incident response plans
for the agricultural sector.

For Agricultural Institutions (Cooperatives,
Agribusinesses, and Research Centers):

e Invest in Continuous Farmer Training:
Implement sustained, practical, and hands-on
training programs for farmers on how to
effectively and ethically integrate Al tools into
their farming practices.

o Establish Clear Institutional Policies:
Develop, disseminate, and enforce clear
policies on the acceptable use of Al and data
management, addressing issues of data
ownership, privacy, and ethical conduct.

e Strengthen Cybersecurity Posture:
Implement multi-layered security measures,
including firewalls, regular software updates,
and routine data backups. Conduct regular
cybersecurity awareness campaigns for all
members of the agricultural community.

For Researchers and Developers:

¢ Promote Contextualized AI Research: Focus
research efforts on the specific challenges and
opportunities of Al in the Philippine
agricultural context, including longitudinal
studies on the impact of Al on crop yields,
farmer income, and environmental
sustainability.

e Develop Localized and Affordable AI Tools:
Innovate and create Al-powered agricultural
tools that are culturally relevant, available in
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local languages, and affordable for the
Philippine market.
By adopting a proactive, informed, and

collaborative approach, the Philippines can harness the
power of Al not just to modernize its agricultural sector,
but to make it more resilient, productive, and secure for
all Filipino farmers. The journey is challenging, but the
potential to transform the nation's food security and
rural economy makes it a necessary and worthwhile
endeavor.
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